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2. Enterprise IT Services

3. Business Support services
4. Mission Services
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Figure 8 — Cloud Computing Model:
United Kingdom

- This diagram illustrates the United Kingdom’ s cloud
computing model. The question posed is whether
SSC should start as the U.K. did with the Broker
Functions/SaaS. This model consists of five
components, three of which are:

— |dentity, Credential, and Access Management (ICAM)
such as myKEY

— Saa$ deployment (multiple)
— Network
 |n this model, deployments must be managed and

service-level agreements (SLAs) must be
managded in a multi-service provider environment.



Cloud Computing Model: United Kingdom
Should SSC start as the UK did with the
Broker Functions/SaaS?
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Figure 9 - Cloud Computing Model:
United States

- This diagram illustrates the United States’ cloud computing model.
The question posed is whether SSC should start as the U.S. did with
laaS. In this model, the two main components are the cloud provider
and the network.

— The cloud provider consists of:

— the service layer (multiple instances of laaS), the resource abstraction
?nd.l.cio)ntrol layer, and the physical resource layer (hardware and
acility

— cloud service management including business support,
provisioning/ configuration, and portability/interoperability
— security
privacy

- This computing model is based on a “cloud first” policy, using
FedRamp/procurement and security certification, starting with laaS
deployment, cloud service management per vendor. ICAM is in place
but not leveraged.



Cloud Computing Model: United States
Should SSC start as the U.S. did with laaS?
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Figure 5 - Cloud Computing: Defining Shared
Services Canada’ s Role

- This figure depicts the National Institute of Standards and
Technology (NIST) s reference architecture for cloud computing,
also used by SSC. The five roles include: the cloud consumer, cloud
auditor, cloud provider, cloud broker, and cloud carrier.

- The cloud auditor has three components: security audit, privacy
impact audit, and performance audit.

- The cloud broker has three components: service intermediation,
service aggregation, and service arbitrage.

« The cloud provider has two main components: cloud service
management, and another component comprised of the service layer,
resource abstraction and control layer, and physical resource layer.
Cloud service management includes business support,
provisioning/configuration, and portability/interoperability. The
service layer includes Software as a Service (SaaS), Platform as a
Service (Paa$S), and Infrastructure as a Service (laaS). The physical
resource layer includes hardware and facilities.



Cloud Computing: Defining Shared Services Canada’'s Role
Internal Private Cloud and External Cloud services should be
defined by the same Service Architecture?

Cloud Carmier

CGross Cuthing CGoncerns: Security, Privacy, efc.
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